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BY AUGUSTUS P. LOWELL 

The Care and Feeding 
of Watchdogs 
I f you work with computer , you 

get u ed to an occasional ystem 
failure. These failures are usual
ly the result of some sort of hard
ware error due to electromag

netic interference, parts failure, or sig
nal noise. Despite our best efforts, the 
software may even have a bug or two. 
Whatever the cause, when you work in 
the field of high-reliability embedded 
systems, these failures take on a special 
importance. In these systems, a failure 
can mean injury or even loss of life. It is 
the developer's duty to make the prod
uct as "bulletproof" as possible. 

Wbjle I have yet to run acros the 
equivalent of a bulletproof vet for em
bedded y tern software, there are 
some steps you can take to protect your 
systems and customers. One common 
approach is the use of watchdog moni
tors in the software. In this articl , I'll 
describe the problems of implementing 
a watchdog monitor in multiple-thread 
applications, and offer several architec
tures for overcoming these problems. 
We'll start with an overview of the capa
bilities and requirements of watchdog 
monitors and a synopsis of multiple
thread schedulers. With that founda-
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tion, we'll explore the limitations im
posed on a watchdog monitor by a mul
tiple-thread scheduler and develop an 
architecture for a flexible system moni
tor to avoid these limitations. 

THE CASE FOR WATCHDOGS 

0 ne approach for verifying pro
per software operation that is 
used extensively in the field of 

fault-tolerant systems, is called check
pointing. It focuses on the results pro
duced by a segment of code, not these-
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quence of operation. 
A system that uses checkpoints du

plicates the functionality (though not 
necessarily the implementation) of each 
segment of code and allows the original 
and duplicate to operate independently. 
The results produced by the two seg
ments are compared, and any discre
pancies are assumed to be the result of 
improper operation. Typically, the two 
segments are executed on independent 
processors to protect against single
point hardware failures and increase 
throughput. Sequential operation on a 
single processor may achieve many of 
the ame advantages, at the cost of more 
than doubling the computing resources 
required for the system. In many cases, 
additional software and hardware are 
used to enable the system to correct 
faults, rather than just detect them. 
Fault-tolerant systems using check
point techniques are frequently used for 
such applications as flight control and 
nuclear-reactor control, because they 
can guarantee detection and correction 
of single-point failures. 

The main disadvantage of such sys
tems is in cost and complexity: software 
redundancy more than doubles the nee-



essary computing capacity and check
points require synchronization between 
the independent code segments. Addi
tional hardware redundancy for sensors 
and timing sources increases complex
ity and cost still further. For low-co t, 
compact systems, fault-tolerant tech
niques are generally not acceptable. 

Another mechanism for software er
ror detection focuses on the sequence of 
software operation. It takes the form of 
a watchdog timer in the hardware, 
which periodically resets the machine 
unle s the oft ware takes ome preven
tive action to indicate it is hea lthy. The 
as umptioo i that properly executing 
software should get around to updating 
the watchdog within some maximum 
interval, and that improperly executing 
software will eventually fail to do so (or, 
put another way, proper software e
quencing is a necessary and sufficient 
condition for proper watchdog updat
ing). To this end, many watchdog 
schemes require some processing intel
ligence or state verification as part of 
the watchdog-hardware update, which 
minimizes the probability of random in-
t ruction sequences properly updating 

the wa tcbdog circuitry. 
For a watchdog to reliably detect er

rant oft ware sequences, two conditions 
mu t a lways be true: 

■ Sufficiency condition: the longest 
possible execution path between watch
dog updates must require less than one 
watchdog-timer interval. 
■ Necessity condition: the execution of 
the watchdog update must depend on 
correct software sequencing. 

A sufficiency condition ensures that the 
software will always get around to up-

dating the watchdog within the watch
dog-timer interval. A necessity condi
tion, which is generally more difficult to 
verify correlates proper watchdog up
dates with proper software sequencing. 
In particular, a necessity condition pro
hibits the watchdog update from being 
generated automatically by a timed in
terrupt, because the interrupt may 
function properly independent of lhe 
state of the software beingmonjtored. A 
sufficiency condition may also be met in 
one of two way : 

■ The path through the code between 
watchdog updates is well-defined and 
guaranteed to require les then one 
watchdog-update period to execute. 
■ An external, timed event forces a 
watchdog update at the required interval. 

We'll call the first implementation the 
path criterion, because it rel ies on fore
knowledge of the execution path to 
guarantee the code will meet the suffi
ciency condition. The second imple
mentation relies on the accuracy of 
some time base to make this guarantee, 
and will be called the time criterion. 
Both cri teria are quantifiable, predict
a ble, and allow tra ightforward calcu
lation of the worst-ca e time between 
watchdog updates, assuming correct 
code sequencing . 

Meeting the necessity condition is 
not as straightforward because it re
quires some means to verify proper se
quencing at every step during the 
watchdog interval . Again, this condi
tion can be met in two ways: 

■ The path through the code between 
watchdog updates is well-defined and 
immutable, so that arrival at the watch-

dog-update point can occur only by 
proper traver al of the path. 
■ The path through the code is docu
mented during execution, so that an in
dependent monjtor can track and verify 
sequencing between watchdog updates. 

The first implementation can be called 
the arrival criterion, because it assumes 
that arrival at some point in the code 
can occur only if the preceding sequence 
executed correctly. In the second imple
mentation, called the monitor criterion 
some description of the actual path 
through the code is saved for later anal
ysis. In practice, the monitor-function 
implementation uses a form of the arri
val criterion at discrete points within the 
code to verify proper sequen ing. 

The arrival criterion, which i the 
classic approach to watchdog monitor
ing, actually provides a rather question
able guarantee of the necessity condi
tion . Consider the structure of the 
requirement. If we arrive at the update 
point, we followed the specified path, 
which is logically equivalent to its con
trapositive· if we did not follow the 
specified path, we did not arrive at the 
update point. 

Obviously, a clever critic could prob
ably find some path by which m.isexe
cuting software (which, by definition, 
does not follow a path defined by the 
programmer) can arrive at the update 
point in the proper time, and thereby 
escape detection by the watchdog moni
tor, as shown in Figure l. The counter to 
that argument is that any such path i 
bound to leave behind some corrupted 
state or data which will ultimately re
sult in an error trap or failure to update 
the watchdog at a later time. If it 
doesn't, it was probably indistinguish-
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able from properly executing code or 
didn't need to be trapped in the first 
place. A critic would argue, correctly, 
that our system for trapping unforeseen 
error i blind to a class of errors, whkb 
can occur with potentially disastrous re
sults (though this scenario is unlikely). 
The counter argument though prob
ably accurate is based more on intu
ition than science, because estimating 
the actual probabilities involved is im
practical, if not impossible. 

An enhancement to the arrival crite
rion, designed to increase the likelihood 
of detecting errant software, adds the 
generation and transformation of some 
state information at status points in the 
code between watchdog-update points. 
In this scheme, a watchdog update can 
occur only if the code arrives at the 
proper point and ha properly trans
formed the state information along the 
way, perhap by incrementing a counter 
or manipulating a bit pattern, as shown 
in Figure 2. This cheme is not perfect, 
however, because errant sequences be-

Figure 1 
Undeleclable sequence errors. 

If any possibility of 
undetected error 
is unacceptable, 
fault-tolerant 
techniques must 
be used instead of 
a watchdog 
monitor. 
tween status points will still not be de
tectable. It eliminates a number of pos
sib]e errant equences, but not all of 
them. 

In general, the closer together tbe 
checkpoints, the more accurate the re
sult. For example for the simple failure 

Update watchdog 

Error path l 

Error path 2 
◄--------~ 

Update watchdog 
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mode of a random jump from one point 
to another, decrea ing the di tance be
tween checkpoints from opcodes to M 
opcodes decreases the probablilty of not 
detecting the error by a factor of ap
proximately (M/N). The theoretjcal 
.limit, though not a practical one, is a 
checkpoint after each opcode. Even in 
this case, however a single opcode error 
may pa undetected, o the cheme is 
not perfect. In a real sy ·tem, the design
er must trade confidence io the error
detection scheme for ·ystem perfor
mance. If any possibility of undetected 
error, however small, is unacceptable, 
faul t-tolerant techniques must be used 
instead of a watchdogmonitor. 

THREADS AND SCHEDULING 

A program thread or task is an 
independent sequence of in
structions that implement a 

program function. As the metaphor im
plies, severa l threads may be joined end
to-end (executed in sequence) to form 
another, longer thread. ln general , a 
thread may be thought of as the logical 
path tbrougl1 the program code from 
ome tarting point to ome ending 

point. In a typical embedded sy tern , 
the logical path through the code may 
not be the sequence in which instruc
tions are executed, because hardware 
interrupts or operating-sy tern func
tions will interject other sequences or 
threads between logica 1 steps. 

A typical program will con ist of 
many thieads implementing different 
functions of the application. Schedul
ing is the process by which the execution 
of he various threads is controlled, and 
a scheduler is the mechanism that ex
ecutes them. At a particular time, a giv
en thread can be active, ready, or us
pended. The currently executing thread 
is the active thread, and on ly one may be 
active at any time. Threads that cao be 
executed by the scheduler, but are not 
currently executing, are in a ready 

' 



stat a suspended thread can not be 
executed. Typically, a thread will be 
suspended when required data or ma
chine resources are not available or 
when the thread's function is not re
quired. It will become ready when the 
necessary resources are available or its 
function is required. 

The simplest form of scheduler is a 
sequencer, also called a cyclic executive 
or control loop, which executes each 
thread, in its entirety, in a sequence de
termined by program design, as shown 
in Figure 3. For example, a program 
may read a keyboard ( thread 1 ), fi I ter 
out non-ASCII character (thread 2), 
then write the received characters to a 
screen (thread 3). Because the threads 
are executed sequentially and without 
interruption, the sequence of threads 
may be thought of as a single, larger 
thread. Program scheduled this way 
are referred to as single-thread pro
grams. Control loops are cooperative 
schedulers, because the threads are 11ot 
preempted during execution-they co
operate with the scheduler by indicat
ing when they no longer require control 
by terminating or returning. 

Figure 4 shows an alternative sched
uling scheme, the round-robin schedul
er, which intertwines threads by allow
ing each to execute some portion of its 
instructions, then interrupting it to al
low another thread to run. This execu
tion-and-interruption cycle continues 
until all threads have partially execut
ed, then repeats for the next portion of 
each thread . In this way, the threads 
seem to run simultaneously (viewed 
over a time frame of several cycles), 
rather than in sequence. Programs 
scheduled in this way are referred to as 
multiple-thread or multitasked pro
grams. In general, each time a thread is 
interrupted, the scheduler must save the 
state of the machine (the context), so 
that when the thread is reactivated it 
will start with the same conditions it 

had when it stopped. 
Round-robin schedulers can be co

operative or preemptive. In a coopera
tive round-robin scheduler, each thread 
is broken down into sub-threads with 
well-defined entry and exit points, and 
the scheduler may only switch between 
threads at the end of a sub-thread. In a 
sense, each sub-thread is a thread, and 
the cooperative round-robin scheduler 
may be considered a control loop that 
sequences sub-threads as shown in Fig
ure 5. Unlike a control loop, l1owever, 
the order of thread execution for a 
round-robin scheduler is not built into 
the program structure. It is controlled 
by the order in which threads become 
ready during program execution. 

A preemptive round-robin schedul
er, also known as a time-slicer, can inter
rupt or preempt a thread at any point 
during its execution, typically after 
some predetermined interval. In this 
case, no well-defined sub-threads exist. 
Figure 6 shows another type of multi
ple-thread program scheduler, the pri
oritized scheduler, which assigns a pri
ority to each thread and always allows 
the highest priority thread to execute in 
its entirety. In this scheme, the schedul
er switches between threads when the 
high-priority thread suspends itself or 
some event makes a higher priority 
thread ready or changes the threads' 
relative priorities. 

As with a round-robin scheduler, a 
prioritized scheduler can be cooperative 
or preemptive, depending on whether a 
switch between threads can only occur 
at the end of a sub-thread or at any time. 
If the scheduler is cooperative, it may 
again be considered a special case of a 
control loop, which sequences sub
threads. In this case, the order of sub
thread execution is determined dyna
mically by the relative priorities of 
threads that are ready. 

These three scheduling schemes can 
be combined (as with a prioritized time-

sl icer, which allows all high-priority 
threads to run in a round-robin fashion) 
or specialized for a particular applica
tion. In addition, a preemptive schedul
er can be restricted to behave cooperat
ively by locking and unlocking task 
switching at predetermined points in 
the code, thus preventing preemption 
during sequences in which the code is 
locked. Schedulers can also be com
bined hierarchically, as is the case when 
an applica tion, scheduled along with 
other applications by the operating sys
tem, internally implements a scheduler 
to control its own functions. 

An interrupt controller is a special 
type of prioritized preemptive schedul
er, in1plemented in hardware, in which 
interrupt handlers have higher priority 
than other code. 1n general, a comput
ing system will operate two hierarchi
cally linked schedulers, one in hardware 
(the interrupt system) at the top of the 
hierarchy, and the other in software 

Figure 2 
Watchdog update with status points. 

Update watchdog 
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Increment status 
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(whjch may be considered the Jowest 
priority thread or idle task handled by 
the interrupt scheduler). 

A thread often requires information 
from other threads to execute its func
tion. For example, a thread that calcu
lates a number must provide that infor
mation to another thread for display. In 
a single-thread scheduler, the informa
tion is frequently passed as a function 
argument. The function call also syn
chronizes thread execution. 

In a multitasking system, threads 
operate independently, and information 
is generally passed as some form of mes
sage between autonomous threads. The 
scheduler is typically responsible for 
routing these messages, and the arrival 
of a message may be the event that 
causes the scheduler to reschedule the 
threads. 

WATCHDOGS AND SCHEDULERS 

dlers. Within these coo traints each 
cheduler can be treated independently. 

In the case of multiple threads oper
ating with a cooperative scheduler, the 
executing code may be treated as a sin
gle-thread program, consisting of se
quences of sub-threads, as shown in Fig
ure 5. This method will work for any of 
the schedulers we've looked at in this 
article. While the order in which the 
sub-threads execute may not be deter
mined prior to program execution, each 
is guaranteed to finish before the next 
one begins. In this case, if each sub
thread meets the path criterion and the 
arrival criterion, tbe sequence of the 
threads will satisfy the sufficiency and 
necessity conditions making watchdog 
monitoring possible. 

Preemptive schedulers create much 
more complex situations, because the 
execution of a thread may be interrupt
ed at any time, at any point in the se
quence. As a result, the execution path 

Figure4 
Round-robin scheduling. 

Thread l Thread 2 

Figure 3 
Control-loop scheduling. 

Thread 1 

Thread 2 

Thread 3 

Thread 3 

I n examining the pecial require
ments for implementing a watch
dog morutor in conjunction with a 

scheduler, it is useful to separate, as 
much as possible, the various schedulers 
operating in the system and treat them 
separately. In particular, the software 
scheduler operating as the idle task in 
the interrupt controller may be treated 
as an autonomous block in designing its 
watchdog functions. Of course, when 
determining execution times for blocks 
of code, it is necessary to account for 
interrupt handlers that may be activat
ed while that block is executing. Fortu
nately, in all other ways, the assumption 
of autonomy is valid. 

ub-thread A 

The same assumption can be made -
for all hierarchically linked schedulers: 
a watchdog monitor for tbe master 
scheduler treats the slave scheduler as 
one of many tasks to be monitored, 
while the slave scheduler must account 
for execution time allocated to other 
ta ks by the master scheduler, which 
appear to the lave as interrupt han-
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during any given interval i.s not well -de
fined and the path criterion cannot be 
satisfied. For the same reason, the arri
val at a single watchdog-update point in 
one thread gives no indication of the ex
ecution path during that interval and 
cannot provide any information about 
the sequencing of other threads in viola
tion of the arrival criterion. 

This statement is very general and 
not entirely true. In some special cases 
of preemptively scheduled systems, the 
combination oflength, number, and sta
tus of individual threads can guarantee 
that each thread reaches some status 
point within each watchdog-update in
terval Io these systems, the path and 

Figure 5 
Control-loop model of round-robin 
scheduler. 

sub-thrend 1 A schedule 

schedule 

schedule 

.sub-thread 1B schedule 
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arrival criteria are met for all thread if 
the watchdog update requires each 
thread to meet the arrival criterion. 
These systems, however, are not extensi
ble. Addition of more threads or a 
change in the length of an individual 
thread can cause the path or arrival cri
terion to fail by extending the sequenc
ing time beyond the watchdog-update 
interval. 

Generally preemptively scheduled 
thread vlill not meet the path criterion, 
so the time criterion must be used to 
guarantee the watchdog is updated 
within the required interval. This meth
od, however, guarantees the arrival cri
terion will not be met, because no up
date point exi ts for the thread's arrival. 
Instead, we have an update time, wh ich 
can occur at any point in tl1e code. As a 
result, any ystem using a preemptive 
scheduler must implement a monitor 
( which satis1ies the monitor criterion) 
to verify sequencing of each thread in-

Figure 6 
Prioritized scheduling. 

dependently. This verification can be 
done by embedding mile tones within 
each thread- points at which the arri 
val criterion may be assessed by the 
monitor. Status points between mile
stones may be used to -increa e confi
dencein tberesult of the monitor check. 

Using. milestones requires some ad
dit ional complexity. Threads that are 
uspended will never reach their miles

tones and the monitor should not ex
pect them to. Threads that are ready, 
but do not become active, will also not 
reach their milestones within a given 
watchdog interval, although they may 
be expected to do so when they are acti
vated. Threads that are active at some 
time within the watchdog interval may, 
nonetheless, not reach their milestones 
if they are not allowed to run for a suffi
cient length of time. In addition to the 
milestones, themonitor needs some way 
to detect which tasks are active and 
which are supended, so thatitcan deter-
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F or threads operating within a co
operative scheduler, the sub
thread structure shown in Fig

ure 7, which we will call a local monitor, 
meets the arriva l criterion to sa tisfy the 
necessity condition. The loca l monitor is 
the traditiona l watchdog techn ique for 
single-thread applications. As urn ing 
the size of the applica tion code between 
watchdog updates (including any pos i
ble interrupthandler and thescheduler 
itself) i small enough to meet the path 
cri terion, it will al o meet the sufficien
cy condition, and watchdog monitoring 
will be successful. The lock and un lock 
blocks indicate the beginning and end of 
the sub-thread, where task witching i 
allowed. 

Each sub-th read is responsible for 
updating the watchdog at its exit point. 
One alternative is to place the watch
dog-update routine in the scheduler, so 
that it is executed automa tically each 
time task switching is unlocked. This 
method makes invoking the watchdog 
update transparent to the application 
software, although it still must main
tain ub-thread smal I enough to sat isfy 
the path criterion . Status points can be 
implemented within the application 

code to increa the wa hdog-moni
tor reLia bili ty. 

THE MONITOR CRITERION 

W bile the local monitor I've 
described meets all the re
quirements of a watchdog 

system, a global monitor has the poten
tial to provide more information about 
where software has gone wrong. A sub
thread structure for such a monitor is 
hown in Figure 8. The monitor main

tain statu registers for each thread 
and the scheduler. Each sub-thread be
gins and ends with its milestone, a rou
t ine that updates the status register with 
its current status. 

The monitor is activa ted (perhaps by 
a timed interrupt) at a fixed interval 
whether or not task witch ing i en
abled, and checks the statu registers of 
each thread for a valid status message. 
If it encounters an I 'm Asleep message, it 
assumes the thread is inactive and ac
cepts the status message as va lid with
out change. If it encounters an I 'm OK 
message, it again accepts the message 
as valid, overwrites the thread-status 
register with a Status Unknown message, 
and continues. If all registers contain 
valid status messages, the monitor up
dates the watchdog and suspends. 

A Status Unkn01m message in a thread
status register during the monitor check 

and the 
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indicate ao active thread that has not 
reached its milestone within the watcb 
dog interval. Tbe monitor may respond 
to this error in one of two ways: 

■ Fail to update the watchdog timer: in 
thi case a ystem reset wil l occur when 
the timer reaches its termjnal count. 
■ Update the watchdog timer: try to re
cover from the error and generate a 
software-error message for the user. 

In either case, the monitor can generate 
an error-log entry for subsequent de
bugging, indicating not on.ly that a fa il
ure occurred, but in which thread it 
occurr d. 

f11 addition to the thread function, 

the monjtor also checks tl1e scheduler 
function via a scheduler-status register. 
From Figure 8, we see that if the moni
tor is activated during the scheduler op
eration, between the I'm Asleep message 
from one thread and the I'm OK message 
from the next thread (or the same 
thread, if no task witch occurs), all 
thread-statu register will contain I ·m 
Asleep message , which the moni tor will 
ignore. A software error that occurs 
during this period will, therefore, pass 
untrapped through the monitor. To pre
vent this problem, the monitor checks 
the cheduler- tatu regi ter for a In Ap
plication or In Scheduler message, and re
places an In Scheduler message with a 
Status Unknown message. Again, if the 
monitor finds a Status Unknown message in 
the scheduler-status register it indi
cates the scheduler did not activate a 
new thread, and an error should be gen
erated. If the monitor ever finds an In 
Applicat ion me age in tl1e scheduler
status register when all thread are re
porting 1 ·m Asleep or if more than one 
tl1read is reporting I ·m OK. it should gen
erate an error. 
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As in the case of the local monjtor, 
the path criterion must be atisfied by 
each sub-thread to eJ1Sure the status 
regi ters are updated within the watch
dog interval. To achieve this goal, the 
execution time for the ub-tbsead plus 
the total execution time for all possible 
interrupt handlers and the scheduler 
must be le ·s than one wa tchdog-update 
interval. 

DEALING WITH PREEMPTION 

F or system running under pre
emptive scheduler the global 
monitor is the only archit clure 

that allows a watchdog to function 
properly. The monitor used for coopera
tive schedulers however, relies on each 
sub-thread to post its status messages 
before and after a task switch wh.ich is 
bow it guarantees that the active thread 
will arrive at a milestone and update its 
status register if it become inactive be
fore the watchdog-update time. Under 
a preemptive scheduler, the thread can 
be witched at any time and cannot 
guasantee that a message will be posted 
before or after the switch. One alterna
tive is to move the posting funct ion into 
the scheduler, thus guaranteeing an up
date. This method, however disasso
ciates the tatus message from the 
thread generating the status, and wilJ 
not satisfy the necessity condition. As 
long a the scheduler functions, tbe sta
tus register will be updated, indepen
dent of the state of the thread . We need 
another technique to en ure that theac-

Figure 7 
Sub-thread for local monitor. 
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Update watchdog 
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tive threads update their tatus registers 
reli ably a nd punctually. 

The problem we have with a preemp
tive scheduler is one of tirn the moni
tor has no way of knowing whether a 
given thread ha been active long 
enough to reach it milestone. Typically, 
we could say that a thread that is active 
for two monitor intervals in a row has 
been active long enougb. ln some case . 
however, the thread will have been de
act ivated between upda tes, and has 
hardly executed at all. 

The solution is to monj tor not onJy 

Figure 8 
Sub-thread for cooperative global 
monitor. 
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the statu regi ter for each thread, but 
also a running total of its execution 
time. Using this technique, the monitor 
can determine which threads should 
have reached a milestone and which 
should not at each interval. 

Figure9 shows a technique for moni
toring time-sliced threads. Here, the 
scheduler maintains a log of execution 
time for each thread under its control, 
based on foreknowledge of the time
slice interval. Each time the thread is 
activated and deactivated, the schedul
er adds one time-slice interval to the 
elapsed time for that thread. When the 
monitor is activated, it checks each 
th read-sta tu register for an I· m OK mes-
age, just as in the case cf a cooperative 
chedu\er. If, however, it finds a Status 

Unknown me sage, i doesn't immediately 
assume an error. Instead, it checks the 
elapsed time for the thread and com
pares it to a known maximum milestone 
interval. The monitor will only generate 
an error if the elapsed time exceeds the 
maximum milestone interval without a 
valid status message. Whenever the 
monitor finds a valid status message in 
the status regi ter, it resets the elapsed 
time to zero, and the interval for that 
thread begins again. 

[n general , thjs scheme relaxes the 
tolerance on the milestone interval for 
each thread, because the interval is al
lowed to extend over several watchdog-

Figure 9 
Elapsed-time monitor for a time-sliced 
scheduler. 

Send In Schedu 1 er message 
to scheduler- tatus register 

Add time- lice interval 
to old task elapsed time 

Switch tasks 

Send I n App 1 i ca t i on mes age 
to scheduler-s tatus register 

update periods. In addition, it allows 
different intervals for different threads, 
depending on their relative importance 
to the overall function of the sy tem. It 
al o allow specification of minimum 
mj]estone interval , to trap errors that 
cau e arrival at the milestone too soon. 

Unlike the cooperative case, threads 
do not need to indicate when they are 
suspended or ready, because the moni
tor bases its decisions on elapsed time, 
which will not change under those con
ditions. As a result, the thread only 
needs to post I 'm OK messages at its mile-
tones. From the thread's per pective, 

this situation looks exactly like a local 
monitor operating under a cooperative 
scheduler, as shown in Figure 7. The 
scheduler-statu register again ensures 

Figure 10 
Scheduler for generalized elapsed-time 
monitor. 
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Watchdog 
Monitors 

that the scheduler is operating properly, 
and guarantees that the elapsed times 
for the threads will be incremented 
properly. 

The simplest implementation of this 
scheme requires that an active tJ1read 
be able to reach its milestone within one 
time- lice period. In this implementa
tion, the cheduler only needs to mark 
whefuer or not each thread bas been ac
tivated during the watchdog-update in
terval. The monitor expects valid status 
message from al l threads that have 
been marked active. 

The elapsed-time monitor technique 
can be generalized to a prioritized 
cheduler with a light variation: a 

prioritized scheduler ha no.fixed inter-

val between ta k switches so another 
method must be used to determine 
elap ed time for the threads. The obvi
ous solution is a high-resolution timer. 
which can be read to determine when 
the task witche took place. One com
plication occurs when a single thread 
hold the processor for an entire watch
dog-update period. In that case, the 
scheduler is never activated, and cannot 
update the elapsed time for the thread. 
If this situation occurs, the scheduler
status register will not be updated, and 
the monitor can detect the condition 
and update the elapsed time. 

Figure IO and Figure 11 how that 
lhe scheduler initially posts ao Entering 
Application me age to the monitor, indi
cating that it ha been activated during 
tbe interval and has, therefore, updated 
the elapsed-time log. The monitor re
places this message with an In Applica
tion mes age to indicate that it saw the 
chedu.ler me sage, but did not update 

the log. If the monitor subsequently 
finds the In Application message in the 
cheduler-status regi ter, it know that 

tbe cheduler wa not activated during 
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,.__, U S SCFTWAAE:!> 

CIRCLE # 34 ON READER SERVICE CARD 

50 EMBEDDED SYSTEMS PROGRAMMING APR IL 1992 

tbe interval, and that tbe elapsed-time 
log wa not updated. Con equently, the 
monitor fills the scheduler-status regis
ter with a Old Application message and 
updates the elapsed time for the act ive 
task. If the monitor finds a Old Applica
tion message in the cheduler- tatu 
register, it again knows that tbe .sched
uler has not been activated and updates 
the elapsed time for the active task. 

If when activated, the scheduler 
reads an Old Application message from its 
own status register, it concludes iliat the 
monitor has updated the elapsed time 
and does not do so again. For any oilier 
me sage the scheduler updates tJie 
elapsed-time log. In either case, the 
schedulcralway pot anEnteringAppli
cation me sage before entering the oew 
active thread. A5 with the time-sliced 
scheduler, e.ach thread only need to 
post I'm OK messages a t its milestones to 
ensure proper monitor functioning. 

Proper functioning of a watchdog 
monitor requires watchdog update to 

Figure 11 
Monitor for generalized elapsed-time 
monitor. 
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occur within the watchdog's timer peri
od (sufficiency) and depend on proper 
software sequencing (necessity). Suffi
ciency can be guaranteed by analysis. 
Necessity cannot be guaranteed for all 
possible failure modes, but probabilities 
of error detection for certain classes of 
failure modes can be calculated, and 
overall probabilities may be assessed 
qualitatively. 

Watchdog monitoring for software 
operating under a cooperative schedul
er may be achieved with local monitor
ing at the sub-thread level or global 
monitoring by an independent task. or 
either of these monitors, each sub
thread must satisfy the sufficiency and 
necessity conditions and post status to 
the watchdog or independent monitor 
before activating task switching. 

Preemptive schedulers complicate 
watchdog monitoring and require a glo
bal monitor to meet the sufficiency and 
necessity conditions. The monitor func
tion must track the thread's status and 
elapsed execution time to properly as
sess software function. In prioritized 
systems, a high-resolution timer is nec
essary to track execution time. Under a 
global monitor, the time between status 
updates for individual threads can be 
ad justed to reflect the importance of the 
thread to overall system performance. 
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